@ aspivix

APPROVAL

Author Evmorfia Kilimtzidi QA&SA x%

Review Mauro Rinaldi RAQM w

Approval Mathieu Horras CEO oo T _v\q,,,w,_

PURPOSE

This procedure describes the methodology used by ASPIVIX SA to control the software tools used to meet the
requirements of EN ISO 13485:2016 (Clause 4.1.6).

SCOPE

This procedure applies to any computer software used in the quality management system (e.g., ERP, QMS
software, LIMS, complaint handling tools, document control, electronic signatures) that must be validated prior to
initial use and re-validated when changes occur. Records of validation activities must be maintained.

RESPONSIBILITIES

Responsible for established, implementing and maintaining this SOP is the Regulatory Affairs and Quality
Manager.

DOCUMENT HISTORY

Initial version A
Update risk assessment criteria and category of IT system/SW
+ tool kit “Adobe Sign Validation Pack for Electronic Signatures” B

+ details on reporting and revalidation
Update to clarify that this INS pertains specifically to software
tools to avoid confusion with SOP-208 Software Development
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1 PROCEDURE FLOWCHART

New, updated or modified IT
system

l

Define criticality

'

Define associated risks (risk
analysis)

i

Plan installation activities

'

Launch validations and
realize tests if applicable

Y

Establish system conformity
and release system change

Responsible

RAQM/
Department
Responsible

RAQM/
Department
Responsible

RAQM/
Department
Responsible

RAQM/
Department
Responsible

RAQM/
Department
Responsible
RAQM

RAQM

Actions Who? Comments
Responsible for every department
Department must inform the RAQM when a new

software is to be used or when a
software is to be updated or its
version modified.

The use of the T-206-1 enables to
list:

- The software with their
criticality, their class and their
version.

- If necessary, the modules with
risk levels and validation
protocols followed

- If necessary, the planning
elements for every module.

- The validation status

- The modifications identification

In case of IQ, OQ and/or PQ
validation to performed = a
qualification report based on T-
200-15 is used for recording the
verification and validation.

Note: For the Adobe Sign platform,
the dedicated “Adobe Sign
Validation Pack for Electronic
Signatures” provided by Adobe
Sign and Montrium is used.

The RAQM updates the T-206-1.
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2 PROCEDURE DESCRIPTION

2.1 CATEGORIES OF SOFTWARE / IT SYSTEM

- Quality management software (GED, excel tool such as CAPA follow up, supplier evaluation follow up, ...)

- Software used for Design/Production management and service delivery (CAD, GPAO, ERP, SCADA
Supervisory control and data acquisition) for production, ...)

- Software used for monitoring and measurements (GMAO, metrology software, excel tool MME follow up, ...)

2.2 SYSTEM CRITICALITY DEFINITION
Depending on the criticality of the system, the following validation method will be applied:

Criticality level

Patient/product risk
Regulatory risk

Validation Method to follow

C (Major)

Direct impact on product performance or
patient safety (serious adverse event)

or

Direct impact on regulatory compliance of
the Quality Management System.

- Complete validation: 1Q, OQ, PQ
- Saving the version,
- Staff training verification.

B (Moderate)

Indirect impact on the product
performance or patient safety (non-serious
adverse event or reversible event)

or

Indirect impact on regulatory compliance
of the Quality Management System.

- Verification by the realization of a
qualification report to demonstrate
that the functionalities used comply
with the requested specifications
(such as systematic backward
compatibility test).

- Saving the version,

- Verification of staff training.

A (Minor)

No impact on the product performance or
patient safety

Or

No impact on regulatory compliance of
Quality Management System.

- Saving the version,
- Staff training verification.

2.3 MODULAR ARCHITECTURE DEFINITION
A modular architecture can be realized for complex systems, in case where modules do not have the same
criticality level. In this case, the criticality will be assessed and scored for each and every module.

Example of modular architecture:

SYSTEME LOGICIEL/ ELEMENT
LOGICIEL
{Classe C)

ELEMENT LOGICIEL

X
(Classe A)

ELEMENT LOGICIEL

Y
(Classe C)

ELEMENT LOGICIEL
W

(Classe B)

ELEMENT LOGICIEL

(Classe C)
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If the overall system is justified in criticality level C (critical), the subsystems can be classified in A, B or C. It is
important to justify the level of each module/subsystems, after having justified the class of the overall system.

2.4 VERIFICATION / VALIDATION PROTOCOL DESIGN

VALIDATION

The validation protocol depends on the system criticality.

The extent of the validation must be proportionate to the risks associated with the use of the software.

For the critical systems, an I1Q, OQ, PQ approach is preferably used.
The minimum 1Q content includes:
- The suppliers’ documents review
- The training of operators
- The review of the installation pre-requisites and the implementation of those pre-requisites
- Parameters set-up, etc.
The minimum OQ content includes:
- Used functionalities verification
- System limits and worst cases use scenario verification
- Alarms and error messages tests
- Control system tests
The minimum PQ content includes:
- Test all use scenarios and measure the reliability, robustness, transfer times, display response time, etc.

VERIFICATION
When applicable (according to §2.2), a verification of software/IT system consists of the following steps:
- Verification protocol,
- Verification report including the demonstration that the functionalities used comply with the requested
specifications.
The release of the software / IT system can only be done once verification has been performed.

Verification/validation must be related only to the functionalities/features of the software which have an impact on
the QMS.

Reporting:
- Verification/validation are recorded on template T-200-15 (Qualification Report).
- Specifically for Adobe Sign platform (electronic signature software), the validation is reported on
dedicated Adobe Sign validation pack provided by the supplier.

2.5 VALIDATION LAUNCH

The validation launch is piloted by the RAQM.
The responsible person for the IT System defines the test validation protocols.
“Key users” performs the tests (current of future system users).

2.6 REVALIDATION IN CASE OF UPDATE OR MODIFICATION OF THE SYSTEM

The RAQM in relation with the manager of the concerned department identifies the changes and evaluates the
impact of the changes (proportionally to the risk) and finally defines the magnitude of the re-validation/re-
verification accordingly to the risk management. The revalidation can be partial or total according to the analysis
performed with technical support if necessary.

The changes are recorded in the template T-206-1 software validation follow-up.

2.7 CONFIGURATION
When applicable, the IT systems developed internally will be traced according to the following mode:
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Version X.Y.Z
X = main version (modified in case of major change)
Y = secondary number changed in minor change box
Z = modified number in case of minor debugging.
In case of excel calculation formulas, the revision of the template will be used for tracking the change.

3 REFERENCES

3.1 PROCEDURES, INSTRUCTIONS AND GUIDELINES
SOP-206 Validation Activities

3.2 TEMPLATES AND FORMS

T-206-1 Software Validation Follow-up
T-200-15 Qualification Report
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